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Identity-Based Multi-Signcryption Scheme

MENG Tao, ZHANG Xin-ping, SUN Sheng-he
( Harbin Institute of Technology , Harbin , Heilongjiang 150001, China )

Abstract:  Signcryption is a cryptographic protocol that combines both the functions of confidentiality and authentication in a
logical step, and the computational costs and communication overheads should be lower than the traditional signature- then-encryption
approach. So signacryption has good prospects in the direction of e-commerce. Based on bilinear pairing on Elliptic Curve, a new
multi-signacryption scheme is proposed. The scheme could decrease the cost of building and managing public key infrastructures; the
‘expense of the users’ management of public-key and their certificates is avoided. We had a safety of analysis, that the proposed

scheme is proved to be secure assuming the bilinear Diffle-Hellem problem is hard.
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% PR i) R

A G R —DNKRER P RM ¢ MG INILEE,
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Bt e: G, x G,—G,:

(1)t e(aP,bQ) = e(P,Q)*
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WitE e(P,Q). ()4 BB k€ 2 ;
EBX 2.1 BHON$5] F ( Discrete Logarithm Prob- 3)HHE R = kP; -

lem, f&jiC % DL [alf) : 5 € B K PE G, M1 Q€ Gy,
HH € Z, HH Q=oP B BRI 6 f G, XFED
T v B G 00T 45 () RBUAR S R ) A

EX 2.2 Wt Diffi-Hellman 3] 8 ( Bilinear Diffi-
Hellman Problem, f& ic 2% BDH [A1 & ) : 4 5 ( P, aP, bP,
cP), it e(P, Q) € G, X B a,b,c€ Z; REMM
3¢ ‘

EX 2.3 HEWNLH Diffie-Hellman 0] B ( Deci-
sional Bilinear Diffie-Hellman problem, f&j i % DBDH [a} %)
BE(P,aP,bP,cP)FI hE G, HIWf h = e( P, P)*RE
WAL, X B a,b,c€ 2, RARMMEHR.
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Uy REBNRIER, U, Uy, -, U, hIKBHES
& BEFEREIERERFLRERBCTHL
FhgART.

Setup: X G, HH—NKEE P AMK ¢ BHEZRM
BB, 6, WEAH MR ¢ WIEIRTRILRE, .G, x 6,6,
A—PREHBG . & L— B HRmMBRE(E,
D), & L =AK2H) Hash R H,: 10,1} " —G,, H;: |0,
1" =Z; Hy: G~ 2, BP0 (PKG) YL F—
MEFEYH s Z, JE P =sP.PKCAFRGEBH
{6\, Gyun e, P, Py, Hy, Hy, Hyl AR T LB 5.

Extract: 1P ¥ B C @ & 45 8 ID & % Bl PKG,
PKGItEH P MR ARG, AP AHN Q, = H,
(D), AP KBNS, = 50, XBRIE U WS 0N
ID;, A% Q.. B3N S,.

Signeryption: BATR B (U, , Uy, -, U,) R % % HI M
. HBEBESENXH n B0 B, 51 EFER
HHMNASXME m RELHTHEESE.

F1E()U, ERFEVE k€ Z, .

(2)it® R =k, P;

) w, = e( Py, Q)4 3HiHE ¢, =
Ewl(ml).

(4)HE T, = Hy(C)) k, Q, + H;(R,) S,

F2H BBEEMB(R,C, T)REDTF 1%
B,

EBIL.EEE U WFWT.

(1) BHE 7 #2

e(T,_, P) = e( Qi_1s R, )H’(C"‘) e (Qi1s

PM)H](R._,)

(4)i+ﬁ w; = é( P,,..b, Qv)k,#ﬂ‘ﬁ C = E"’.
(m | Ty 0 Gy IR
(5)iHE T, = Hy(C)kQ: + Hy(R) S;;
Unsigneryption: Uy W 8| U, XXM EFEHE (R,
C.. TG BEHHE H(C)F Hy(R)UUK (T, P),
RERIEFR: e(T,, P) = e(Q, R)™Y e (0,
PM)H’(R'-)
IRERX L, BWE L AR, MEAE L.
B iE R4 R X (1) B RLE.
e(T,,P) = e(Hy,(C,)k,Q, + H;(R,)S,, P)
= e(Hy(C,) k,Q,, P)e(H3(R,)S,, P)
= e( On’ k,,P)HZ(C'-)e( On’ PP,,,,)"J(R'-)
=e(oann)”’(C")e(Qn’Ppub)H’(R") (1)
—HRIEE Uy iELTE#E(R,, C,, T REXKN,
Ao AR B C MRS S RBRXQ)NEE P K
HUSUER.
e(R,,Ry) = e(k,P,Sy) = e(P,Sy) " = e( Ppy, Q) = w, (2)
BEHHE Dy (C)=m, | T,_, | Co_y | R, iHE
H-Jl m,,,ﬂﬁf*ﬁﬁ(&_l. C"_l, T,._|)15¥IJ m, _1» lelt;é
HT BB LHHHEE m.
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(DM BHHLEE B ERBYE m(1<
i<n)MEHET(R,,C,, T,) BRH FRHERE
ki Si, S, @it w, = e( Py, Qu)“H# w, = e(R,, S))it
B w, #LRBF BDH A, $BGHE £ AT AT
HHEEBIME m(I<isn)BWRITE FRATH.

QWBMARAEN. XEE(BERRLNE
BE U)RENEEEE U MEE m WEE(R,C,
T), MEELEFAFB T = H,(C)kQ + Hy(R) S,
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